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CH b5 40 AES 5,550, 55 aiges

public class AES
{
string AES_Key = string.Empty;
string AES_IV = string.Empty;
public AES(string AES_Key, string AES_IV)
{
this.AES_Key = AES_Key;
this.AES_IV = AES_IV;
}
public bool Encrypt(String Input, out string encryptedString)
{
try
{
var aes = new RijndaelManaged();
aes.KeySize = 256;
aes.BlockSize = 128;
aes.Padding = PaddingMode.PKCS7;
aes.Key = Convert.FromBase64String(this.AES_Key);
aes.lV = Convert.FromBase64String(this.AES_IV);
var encrypt = aes.CreateEncryptor(aes.Key, aes.lV);
byte[] xBuff = null;
using (var ms = new MemoryStream())
{
using (var ¢s = new CryptoStream(ms, encrypt, CryptoStreamMode.Write))
{
byte[] xXml = Encoding.UTF8.GetBytes(Input);
¢s.Write(xXml, 0, xXml.Length);
1
xBuff = ms.ToArray();
1
encryptedString = Convert.ToBase64String(xBuff);
return true;
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catch (Exception ex)
{
encryptedString = string.Empty;
return false;
}
}
public bool Decrypt(String Input, out string decodedString)
{
try
{
RijndaelManaged aes = new RijndaelManaged();
aes.KeySize = 256;
aes.BlockSize = 128;
aes.Mode = CipherMode.CBC;
aes.Padding = PaddingMode.PKCS7;
aes.Key = Convert.FromBase64String(this.AES_Key);
aes.lV = Convert.FromBase64String(this.AES_IV);
var decrypt = aes.CreateDecryptor();
byte[] xBuff = null;
using (var ms = new MemoryStream())
{
using (var c¢s = new CryptoStream(ms, decrypt, CryptoStreamMode.Write))
{
byte[] xXml = Convert.FromBase64String(Input);
cs.Write(xXml, 0, xXXml.Length);
1
xBuff = ms.ToArray();
t
decodedString = Encoding.UTF8.GetString(xBuff);
return true;
}
catch (Exception ex)
{
decodedString = string.Empty;
return false;
}
}

<?php
// enable extension=php_mcrypt.dll AND extension=php_soap.dll on php.ini

date_default_timezone_set('Asia/Tehran');
SKEY = "Your KEY";

SIV ="Your IV";
function addpadding($string, Sblocksize = 16)
{

Slen = strlen(Sstring);
Spad = $Sblocksize - (Slen % Sblocksize);
Sstring .= str_repeat(chr(Spad), Spad);
return Sstring;
}
function strippadding($string)

{
Sslast = ord(substr(Sstring, -1));
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Sslastc = chr(Sslast);
Spcheck = substr(Sstring, -Sslast);
if(preg_match("/Sslastc{".Sslast."}/", Sstring))
{
Sstring = substr(Sstring, 0, strlen(Sstring)-Sslast);
return Sstring;
}
else
{
return false;
}
}
function encrypt(Sstring ="")
{
global SKEY,SIV;
Skey = base64_decode(SKEY);
Siv = base64_decode(SIV);
return base64_encode(mcrypt_encrypt(MCRYPT_RIJNDAEL_128, Skey, addpadding($Sstring),
MCRYPT_MODE_CBC, $iv));
}

function decrypt(Sstring ="")
{
global SKEY,SIV;
Skey = base64_decode(SKEY);
Siv = base64_decode(SIV);
Sstring = base64_decode(Sstring);
return strippadding(mcrypt_decrypt(MCRYPT_RIJNDAEL_128, Skey, $Sstring, MCRYPT_MODE_CBC,
Siv));

CH b 4 SHA256 o, oS diges

public string pubFunStrGetSHA2(string prmKey, string prmPlainData)
{
byte[] varArrPlainData;
byte[] varArrCypherData;
byte[] varArrSHA2Key;
try
{
varArrSHA2Key = System.Text.Encoding.UTF8.GetBytes(prmKey);
varArrPlainData = System.Text.Encoding.UTF8.GetBytes(prmPlainData);
var varSHA256 = new System.Security.Cryptography.HMACSHA256(varArrSHA2Key);
varArrCypherData = varSHA256.ComputeHash(varArrPlainData);
return Convert.ToBase64String(varArrCypherData);
}
catch (Exception)
{
return string.Empty;
}
}
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<script language="javascript" type="text/javascript">
function postData() {
var form = document.createElement("form");
form.setAttribute("method", "POST");
form.setAttribute("action", "https://rt.sizpay.ir/Route/Payment");
form.setAttribute("target", "_self");
var hiddenField = document.createElement("input");
hiddenField.setAttribute("name", "MerchantID");
hiddenField.setAttribute("value", MrchIDValue);
form.appendChild(hiddenField);
var hiddenFieldl = document.createElement("input");
hiddenFieldl.setAttribute("name", "TerminalID");
hiddenFieldl.setAttribute("value", TrmnlIDValue);
form.appendChild(hiddenFieldl);
var hiddenField2 = document.createElement("input");
hiddenField2.setAttribute("name", "Token");
hiddenField2.setAttribute("value", TokenValue);
form.appendChild(hiddenField2);
var hiddenField3 = document.createElement("input");
hiddenField3.setAttribute("name", "SignData");
hiddenField3.setAttribute("value", SignDataValue);
form.appendChild(hiddenField3);
document.body.appendChild(form);
form.submit();
document.body.removeChild(form);

}

</script>
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